
Welcome
Treasury Management

Security Forum

Thank you for your patience. The presentation will begin shortly.



Forum Agenda
▪ Modern Security Threats

▪ Fraud Prevention and Detection

▪ Treasury Management Security

▪ Panel Discussion and Q&A



Modern Security Threats
Josh Pierce – Security Architect



FirstBank’s Security Team
▪ 50+ highly-trained employees dedicated to security

▪ Expert staff who are highly regarded in the industry

▪ Industry-leading technologies and security controls

▪ Focused on securing FirstBank and protecting customers



2024 Attack Landscape
▪ 30,458 security incidents with 10,626 data breaches were analyzed in 

Verizon’s Data Breach Incident Report
▪ 68% of breaches include a “human element”

▪ Errors, credential theft via social engineering (privilege misuse removed this year)

▪ 90%+ of breaches are financially driven and any target can be profitable
▪ 32% of breaches involved ransomware or extortion



Why are attackers still so 
effective?





“What a talented guy,” said Mikhail, who regularly 
sees him around the city. “Sitting at his computer at 
home, he broke into our enemies’ camp, but did not 
harm his fellow Russians.”



“While Mr. Bogachev was draining bank 
accounts, it appears that the Russian authorities 
were looking over his shoulder, searching the 
same computers for files and emails. In effect, 
they were grafting an intelligence operation onto 
a far-reaching cybercriminal scheme, sparing 
themselves the hard work of hacking into the 
computers themselves, officials said.”

– New York Times



▪ Hacked Target & Neiman 

Marcus

▪ $170 million in losses

▪ 3,700 victimized banks

▪ 500 victimized businesses

▪ Arrested in Maldives!



Why are attackers still so 
effective?

▪ Sophisticated organized crime groups
▪ Function like corporations:
▪ HR
▪ Hiring
▪ Legal Counsel
▪ Recruiters

▪ Significant funding and low risk



How does the “Dark Web” 
play a role?

▪ Ransomware actors utilize the Dark Web for a lot of their infrastructure.
▪ RaaS
▪ Monetization
▪ Support, Collaboration, Training







How does the “Dark Web” 
play a role?

▪Crime as a service
▪Organized crime vs. the “kid in mom’s basement”
▪Any target that can be monetized will be
▪ “We are too small to be a target.”



Empire Market
▪Empire Market was one of the larger markets on the Dark Web. 
Here you could buy a wide variety of goods, from illegal drugs to 
exploits for software.
▪ In the following image you will see some goods for sale on 
Empire Market, including hand grenades and exploits for 
Facebook and Gmail. 





Where should we focus?
▪Security and awareness training
▪Data backups and recovery
▪Principle of least privilege
▪ Insurance



Where should we focus?

https://www.cisa.gov/stopransomware
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Where should we focus?

Source: hivesystems.io/password



Where should we focus?
Security Awareness and Training

▪ Password strength and storage
▪ Phishing
▪ Incident response

▪ What is the plan when something goes wrong?
▪ Who needs to know about an incident?
▪ Who do we contact?

▪ Cyber hygiene
▪ Anti-virus
▪ Encryption
▪ Patching



Where should we focus?
Data Backups and Recovery

▪ Maintain offline, encrypted backups of critical data
▪ Test the availability and integrity of backups
▪ Maintain backups offline

▪ They will be a target
▪ Develop and practice exercising an incident response plan



Where should we focus?
Principle of Least Privilege

▪ Limit employee rights to only those necessary
▪ Restrict who has admin rights in your environment
▪ Can you restrict who can install software?
▪ How do we limit who has access to critical data?
▪ Think of data in terms of a “blast radius”



Where should we focus?
Insurance

▪ Every company should evaluate obtaining Cyber Insurance
▪ Ransomware:

▪ Reduce financial harm
▪ Breach Coach and Response Assistance
▪ Best practice Incident Response processes
▪ Notification Assistance

▪ Increasingly difficult and expensive to obtain
▪ Expect “audit like” questions and evaluations



Fraud Detection and 
Prevention

Bradley Champion – Director, Fraud Prevention



FirstBank’s Fraud 
Prevention Team

▪ 20+ Representatives to provide customer support and transaction 
monitoring
▪ 7 highly trained Fraud Investigators who work more complex cases and 

perform recovery efforts
▪ 4 Data Analysts to analyze and respond to fraud trends



Check Fraud: Still Holding 
Strong

▪ Checks and Wires continue to be the two largest payment channels with 
reported fraud for commercial accounts.
▪ According to the 2024 AFP Payment Fraud report 65% of all respondents 

reported they were victims to check fraud.
▪ Year-to-date, 66% of check fraud reported at FirstBank is from commercial 

customers.



Check Fraud
▪ Check fraud has doubled and even tripled for some financial institutions 

over the past several years.
▪ Mail theft on the rise 

▪ USPS blue boxes – theft of arrow keys
▪ Checks stolen out of cars (gyms and parks)

▪  Checks are then altered or counterfeited and negotiated by depositing into 
an account or cashed out at a branch location.



Altered Checks
▪ Original check is washed or manipulated to change the payee

▪ Checks are being altered to add an additional name on top of the original payee’s 
name. Adding “or” to the payee name and adding a 2nd person.

Name washed 
and replaced



Counterfeit Checks
▪ Checks being used to create counterfeit checks using blank check stock.
▪ Check number and dollar amount matched, the payee name was different.
▪ Bookkeepers/Accountants typically only verify check # and dollar amount, however due to 

prevalence of altered and counterfeit checks, the payee name should also be verified.



Best Practices for Fighting 
Check Fraud

▪ Sign up for Positive Pay with payee verification
▪ Monitor your account activity on a daily basis
▪ Review check images on larger dollar checks
▪ Use a single check stock 
▪ If you have to mail checks, drop them off inside the post office
▪ Use alternative payment methods (ACH, Bill Pay, Wire)
▪ Keep your checks in a secure location
▪ If at any time you discover a check cleared that you did not authorize, immediately contact 

FirstBank (303-237-5000; option 5 to reach Fraud Prevention)



Business Email 
Compromise (BEC)

▪What is BEC?
▪ Internal BEC
▪ External BEC

▪Best practices for fighting BEC
▪ Call to verify any payment instructions at a trusted phone number
▪ AI can be used; make sure you’re talking to the right person
▪ Utilize dual control for electronic payment methods



Business Email 
Compromise (BEC)

▪ Poses as a person or entity you know and trust.
▪ Requests a payment, submits an invoice or asks to change 

vendor payment instructions.
▪ Contacts you from an email that appears familiar.

The fraudster

If you fall for the scam, any payments you send 
go to the fraudster — not where you intended.!



Internal BEC
▪ Poses as your CEO, CFO, controller, or company owner.
▪ Emails you from an email address that appears consistent with prior emails.
▪ Asks you to send payments outside of normal process – typically by wire or 

ACH; often with urgency.
▪ May ask you to 

▪ Keep the payment confidential
▪ Reply once you've sent payment

The fraudster



Internal BEC
▪ Executive requests will not be questioned.
▪ Executives are often unavailable to verify requests.
▪ Urgent requests for money movement will not follow normal 

procedures.

What fraudsters hope to take advantage of



External BEC
▪ Poses as vendor, supplier, or other business partner. 
▪ Contacts you from an email that appears familiar.
▪ Asks for a payment via wire or ACH when check payment is typical.
▪ Asks to change their bank account information: "We need to receive 

payments to this new account."
▪ Sends an invoice that appears to be legitimate.

The fraudster



External BEC
▪ Companies often change vendor bank account information 

based solely on an email that appears to be from the vendor.
▪ Companies often don't call back a trusted source at the vendor 

to authenticate a request.
▪ Companies often don’t have procedures in place to verbally 

verify payment changes to employees for payroll, or payments 
to vendors.

What fraudsters hope to take advantage of



BEC is Different
▪ It's highly scalable; multiple companies attacked at once.
▪ Companies are not prepared; you follow similar procedures.
▪ Authorized users make and authorize payments. Payments look normal to your bank.
▪ It's not quickly identified, and it's hard to recover funds – especially if sent by wire.
▪ Contact information, company organization structures, and sometimes payment instructions 

can often be found on company websites. 
▪ Beneficiary name may not change with payment instructions.
▪ Routing number to Cash App, prepaid debit card bank (green dot, vanilla) is used heavily by 

the fraudsters

The biggest difference:
Fraudsters are willing and ready to interact with you. They anticipate you may question the 
request. They’re prepared to respond to your follow-up emails and phone calls. Grammar of the 
fraudsters is not always a giveaway.



BEC Email Example
Spoofing Email Address – Business Masquerading

▪ Criminal’s target is 
the Controller, Becky 
Peters.

▪ Mocks email from
“CEO John Smith” to 
“CFO Sally Jones.”

▪ Criminal creates a fake 
domain that is very close 
to the actual company 
domain in order to act as 
Sally.

▪ Criminal forwards fake 
email from “John” to 
Becky.

▪ Goal is to trick Becky 
into thinking it is a 
legitimate request.



Best Practices for Fighting 
BEC

▪ Alert and educate your executives and staff
▪ Alert and educate your internal business partners and vendors
▪ Authenticate payment requests out-of-band (verbally at a trusted phone number)
▪ Email requests for payment from executives should be prohibited
▪ Verbally verify any payment requests received by email at a trusted phone number
▪ Verbally verify any payment changes from an employee portal
▪ Implement dual control for money movement
▪ Be skeptical



Fraud Tips
▪ If it sounds to good to be true, it probably is.
▪ Trust but verify.
▪ Daily reconciliation.
▪ Keep computers up to date.
▪ Know your customer (does order or payment request or personal information request 

make sense)
▪ Use all available tools to protect a valuable asset - your money.
▪ Fraud continues to evolve… make fraud mitigation a part of your business culture.



Treasury Management
Krisha Fairchild  – Manager, Treasury Management



FirstBank’s Treasury 
Management Team

▪ 50+ Employees, based out of Lakewood, CO
▪ Stringent verification methods
▪ Escalated money movement approvals 
▪ How we can best assist you



Risk Mitigation
▪ Tokens

▪ Physical and virtual tokens offered
▪ Required for money movement approvals, optional at login and administrative changes 

▪ IBM Trusteer Rapport
▪ Free to download
▪ Works alongside existing anti-virus software

▪ Alerts
▪ Can be used as a tool for increased visibility into your account activity



Positive Pay
Positive Pay matches the account number, check number, and dollar amount of 
each check presented for payment against a list of checks previously authorized 
and issued by the company.

Good Candidates
▪ Issue a high volume of checks
▪ Have experienced check fraud
▪ Use accounting software
▪ Use a facsimile signature



ACH Block & Filter
ACH Block & Filter provides an essential added layer of security towards 
safeguarding your assets by automatically blocking or filtering out 
unauthorized ACH transactions.
How it works:
ACH filtering software in Internet Cash Management (ICM) will compare ACH transactions to your 
authorized list. When ACH transactions not on the list are presented, they are considered exceptions. 
Exceptions prompt a notification, which will give you the option to pay or return the exception in ICM.

Good Candidates
▪Use ACH services
▪Have experienced ACH fraud



Internal Controls
▪ Dual Custody/Restricted Admin
▪ Dual Processing
▪ Permissions
▪ ICM Administrator



Best Practices
▪ Know your employees
▪ Use a dedicated computer for ICM
▪ Monitor account activity
▪ Protect your login information
▪ Keep antivirus software, browsers, and operating systems updated



Q&A Panel
▪ Brenden Smith – Chief Information Security Officer at FirstBank
▪ Brad Champion – Director of Fraud Operations and Investigations at FirstBank
▪ Regan Coe – Treasury Management Development Supervisor
▪ Hilary Wells - Certified Information Privacy Professional and Partner at Lewis Roca


